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André Catry

« Official Uber Elite Cyber
Techno Master Ninja Haxor

« Winner of the 2004 Defcon
hacking competition in Las
Vegas



Uppféljaren till Honungsapan och Tigerégat

Digital sovereignty

 Digital sovereignty is necessary to
ensure our nation effective national
Independence over time and to
safeguard the human rights and
freedoms of it’s people.

 Whoever controls the access to a
nation's data. Has control of that
nation.



Cybersecurity threat
landscape

a) Lack of security design,
awareness and poorly
programmed and
maintained software

b) Enabled by cryptocurrency
c) Tolerated by rogue states

Data breach
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« We have been in a state
of low.intensity,cyber
war with Russia since the
90’s
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Cyberwarfare
Russia - Ukraine



Sweden and
the west is not
neutral in this
conflict




OMFATTNING AV SAKERF
HONUNGSAPAN

(HoneyMonkey)

« National Backups

« Who in Sweden is responsible for evacuating
national data

» The electric power supply
« Do we have any resilience

« Data centers located above ground
. « TEMPEST - ROS
BE

Egna orden be Is mOt « Have we forgotten about this
« New and old hacker gadgets

O o am
misstankta broderna  USB- mplarts - rones

e Protective security
Peyman och Payam Kia misstanks ha spionerat for Ryssland
NI v « Who can (should) we trust
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Registerkontroll: MR, BR och C regis G




TI G E ROGAT (TIGER'S EYE)

Sweden is one of the world's
most digitized societies

Digital economy - stock market -
Robot Al trading

Heavy reliance on single systems
e BanklID

Infrastructure
« 3/4/5-G
e Internet

Lack of national regulations and
laws - Cyber IKFN (rules of
engagement)

Sjofartsverkets arbete med anledning
av lackor pa gasledningar i Ostersjon
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Latvij
Latviz:

De roda punkterna visar positionerna for lackorna

Med anledning av lackor pa gasledningarna Nordstream 1 och Nordstream 2 pa \
svenskt och danskt vatten strax utanfor Bornholm har Sjofartsverket skickat ut ¢
navigationsvarningar pa Navtex och VHF om att fartyg ska halla sig borta fran

omradet. Det ar dven varningar utfardade for flygplan med 1 000 meters rf

sakerhetshojd. c%
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SOLROSKODEN (Sunflower

« Sweden - West is vulnerable
* Russia will retaliate

» Supply-chain attacks
* Solarwinds 2021
* NotPetya 2017
» Coop 2021
* Denmark DSB 2022

3™ Party Software

Vendor
TROJANISED SOFTWARE

Example 1: Third Party Software Providers




Ukraine power
grid hacks




The control room

Balance

In order for the electricity system to work, there must always be a balance between production and
consumption of electricity and a voltage frequency of 50 Hz.

Current frequency

e

49.99 Hz

Measuring the frequency of the network is like checking the blood pres-
sure. The frequency should always be 50 Hz. Then there is a balance be-
tween production and consumption and the electric system is healthy. If
consumption is higher than production.

Data source: Statnett

Past 15 minutes
50,20 Hz 1
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The frequency will sink, if production is higher than consumption the fre-
quency will rise. The balance is regulated both automatically and manually
by increase or decrease of production or decrease of consumption.

Data source: Statnett



mmsssmm  North-West area

messsmm  South-East area

sentsoe.eu/news/2021/01/26/system-
separation-in-the-continental-europe-
ronous-area-on-8-january-2021-2nd-
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André Catry

andre@catry.se




