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Digital sovereignty

• Digital sovereignty is necessary to 
ensure our nation effective national 
independence over time and to 
safeguard the human rights and 
freedoms of it´s people.  

• Whoever controls the access to a 
nation's data. Has control of that 
nation.



Cybersecurity threat 
landscape

Cyber crime as an industry 
a) Lack of security design, 

awareness and poorly 
programmed and 
maintained software 

b) Enabled by cryptocurrency 
c) Tolerated by rogue states

Our main headache since about 2015



• We have been in a state 

of low intensity cyber 

war with Russia since the 

90’s  

• Now it´s going to 

escalate  



Cyberwarfare 
Russia - Ukraine



Sweden and 
the west is not 
neutral in this 
conflict



HONUNGSAPAN 
(HoneyMonkey)

• National Backups 

• Who in Sweden is responsible for evacuating 
national data 

• The electric power supply 

• Do we have any resilience 

• Data centers located above ground 

• TEMPEST - RÖS    

• Have we forgotten about this 

• New and old hacker gadgets 

• USB - Implants - Drones  

• Protective security 

• Who can (should) we trust



TIGERÖGAT (TIGER'S EYE)

• Sweden is one of the world's 
most digitized societies 

• Digital economy - stock market - 
Robot AI trading 

• Heavy reliance on single systems 

• BankID 

• Infrastructure 

• 3/4/5-G 
• Internet 

• Lack of national regulations and 
laws - Cyber IKFN (rules of 
engagement)



SOLROSKODEN(SunflowerCode)

• Sweden - West is vulnerable 

• Russia will retaliate 

• Supply-chain attacks 
• Solarwinds 2021 
• NotPetya 2017 

• Coop 2021 
• Denmark DSB 2022



Ukraine power 
grid hacks



The control room



System separation in 
the Continental 
Europe Synchronous 
Area on  
8 January 2021

•entsoe.eu/news/2021/01/26/system-
separation-in-the-continental-europe-
synchronous-area-on-8-january-2021-2nd-
update/



Somewhere on 
the Baltic Sea

Amazon Katrineholm Facebook Luleå 

Microsoft Gävle Amazon Eskilstuna

Sweden’s 
Data Centers 
Hyperscalers

Standing there in open fields 
like big fat data warehouses. 

All waiting to be plucked. 
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